Cnenyer OTMETUTh, 4YTO B TMIOCJIEIHEE BpeMs YYACTUIUCh CiIy4yau
IPOTUBOMPABHBIX JACUCTBUNA B cdepe MHPOPMALMOHHBIX TEXHOJOTHH, a UMEHHO
xumiernit ¢ BIIK u cueToB ¢puznuecknx u I0OPUANICCKUX JIHII.

[Tonp3ysick MHTEPHET-0AaHKUHTOM OYyabTe TIpenebHo OauTenpHbl! CChlIKa B
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Taxxe mpuMepsl MPOTHBONPABHBIX JIEUCTBUN B cepe MHGOOPMALMOHHBIX
TEXHOJIOTUI MPUBEICHBI JIaJIee.

1. 310yMBIIUIEHHUK IOCJ€ HECAHKIIMOHUPOBAHHOTO JOCTYIa K CTpaHUIAM
MOJIb30BATENIEH B COLIMAJIBHBIX CETSAX PACChUIAET MOJIb30BATENSAM, HAXOASIIMMCS B
pazaene «Jlpy3ws», cooOiieHus ¢ mpochOOr 00 OKa3aHWUW TOMOIIM B IEPEBOJIC
JICHEXKHBIX CPEACTB TMOJA Pa3IMYHbIMU mpemyioramu: «lIpuBer, HEe MOr 1M Tbl
OJ0JDKUTH MHE JICHET, OTJIaM 4epe3 napy AHen», «lIpuset, monoxu, noxamyicra, 10
pyouieit Ha TenedoH, s ornam», «IIpuBeT, MOXXHO s TIepeBeny TeOe Ha KapTy CBOMU



JIEHbI'M, @ TO y MEHS 3aKOHYMJICA CPOK JAEUCTBUS KapThl (WIM HE MOJIy4aeTcs
MIEPEBECTH Ha CBOIO)». Jlanee BXOAUT B JOBEPUE K HEPABHOAYIIIHBIM MOJIH30BATEISIM
U, IKOOBI JJIsl IEPEBOJIa UM JICHEKHBIX CPEJICTB, MPOCUT COOOIUTEL peKkBU3UTHI BITK
U KoAel W3 cMmc-cooOmenuid. Ilomp3oBaTenb, BBEACHHBIM B 3a0JyXKICHHUC
OTHOCHUTEIIBHO JINIA, OCYIIECTBUBIIETO YKAa3aHHYIO PACCBUIKY, UT HE IOTaJbIBASICh O
MPECTYTHOCTH HaMEpPEHUi, COOoOIaeT €My YyKa3aHHbIE CBEICHHUS, BBUIY YErO
3JIOYMBIIUICHHUK TOJY4YaeT JOCTYN K JICHEKHBIM CPEJCTBAM IOJb30BaTENsl U
COBEPIIAECT UX XUILECHHUE.

[IpoBens HECAaHKUMOHUPOBAHHYIO OINEpPAlMI0 II0 IMEPEBOAY JECHEXKHBIX
CPEJICTB, 3JIOYMBIIINICHHUK YacTO COOOINAET MOJIb30BATENI0, YTO MO TEXHUYECKUM
MPUYMHAM HE MOXET OCYIIECTBUTH OMNEPALMI0O U MPOCUT MOBTOPUTH YKa3aHHBIC
NENUCTBUS ¢ KaKON-IMOO0 Ipyroit KapToil (POJICTBEHHUKOB WJIM 3HAKOMBIX).

2. Ha TroproBeix momaakax «Kydap», «bapaxonka»y u apyrux
MIPABOHAPYIIUTEIh HAXOAUT O0BSIBICHHUE, PAa3MEILIEHHOE OJIb30BaTENIEM O MPOJIaXKe
KaKOro-Im00 UMYIIECTBA, MTOCJIE YeT0 B PA3JIMUHBIX MECCEHIPKepax MUIIET JaHHOMY
MOJIB30BATENII0 O TOM, UYTO XOTEJd Obl MPUOOPECTH €ro MMYIIECTBO, YKa3aHHOE B
OOBSIBJICHUHU, OJHAKO MO Pa3IUYHBIM MPUYMHAM HE UMEET BO3MOXKHOCTU 32 HHUM
npuexaTtb. OH npeaiaraeT Npor3BECTH OIUIATY MyTEM MepeBOAa JECHEKHBIX CPEACTB
Ha BIIK nonb3oBaTens u, mociae TOro Kak Mojb30BaTellb COTJIAIIAETCS, BBICHUIACT B
€ro ajJpec CChUIKYy C (UIIMHTOBOM CTpaHUIIEW caiiTa Kakoro-aubo OaHKOBCKOTO
yUpexaeHUs (CTpaHUIla MOXKET OBITh BH3yaJIbHO CXOXKa CO CTpaHUIEH MHTEPHET-
OaHKWHTAa M OTJIWYATHCS TOJIBKO CUMBOJIOM B aJIpECHOM CTPOKE JIOMEHHOTO MMEHU
caiita). [lepexos mo ykazaHHOM CCBIJIKE, TTOJIH30BATENh HE 3aMEYaeT, YTO HAXOAUTCS
HE Ha JICUCTBYIONIECH CTpaHUIIe HHTEPHET-0aHKMHTA ONIPEIeTIEHHOTO OaHKa.

B oTkpbIBIIEMCS OKHE Ha YKa3aHHOM CalTe MOJIb30BATENI0, KaK IPaBUIIO,
mpeajiaraeTcsi BBECTH CBOW JIOTHH M Tapojib OT WHTEpHET-OaHKWHTA JIHOO
MacrnopTHhIE JaHHBIE, a TaKXe KOAbl W3 CMcC-cooOmieHuil. BBens ykazaHHYIO
MH(OpPMAIMIO MOJB30BATEN0, KaK MpaBWiIoO, cooOm@aercs 00 omubke Jnbo
OTCYTCTBUH IUIaTeka. B 9TO Bpems BCIO BBEACHHYIO HMHGOPMAILMIO BHUIUT
3JIOYMBINJICHHUK U BBOJUT Ha JICMCTBUTEJILHOM caiiTe 0aHKa, Mojiydas TeM CaMbIM
JIOCTYT K JIEHEKHBIM CPEJICTBAM T0JIb30BaTENs U COBEPIIAs UX XUIIICHHUE.

[IpoBenss HECAHKIIMOHWPOBAHHYIO ONEpaIMi0 IO TMEPeBOIY JEHEKHBIX
CPEACTB, IPaBOHAPYIIUTENIb HEPEAKO COOOIaeT TOJIb30BATENI0, YTO IIO0
TEXHUYECKUM MPUYMHAM HE MOXKET OCYIIECTBUTH OINEPAINIO, U MPOCUT MOBTOPUTH
yKa3aHHBIE JICUCTBHSI C KaKOW-TMOO JIpyroil KapTol (POJCTBEHHUKOB WJIU
3HAKOMBIX ).

3. Ha ToproBeix tuomankax «Kydap», «bapaxonkay u apyrux
3JIOYMBIIIUICHHUK Pa3MeaeT OOBSBICHHE O MPOJaKe KaKOTO-TMOO HMMYIIECTBa,
MOJIB3YIOIIETOCA CIPOCOM, M BBICTABJISIET 1IEHY, KaK MpPAaBUJIO, HUKE PHIHOYHOM.
[lonb3oBaTeny, yBUAEBUIME YKa3aHHOE OOBSIBICHHE, NUIIYT JIMILY, €ro
pa3MecTUBIIEMY, U B XOJI€ MEPENUCKHU 3JI0YMBIIUICHHUK COOOIIAET, YTO HE UMEET
BO3MOYKHOCTH BCTPETUTHCS JIJISl epeaul YKa3aHHOTO B OOBSIBICHUU UMYIIECTBA U
npejuiaraeT BOCIojb3oBaThes yciyramu «JlocraBka Kydapy», «benmoura (EMC)»,
«kypbepckas ciyx6a (CAIK)» u 1. a. [Ipu cornacuit nokynaresns 3710yMbIIIJIEHHUK
BBICBIJIAET B @/IpEC MOJIb30BATENS CChUIKY C (DUIIIMHTOBOM CTpaHUIIEH caiiTa Kakoro-
a100 BUAA JOCTABKU, I€ MPEAJIaraeTcsi BBECTH PEKBU3UTHI OAHKOBCKOM KapThl JIs
OILIAThI TOBApa, YCIYT Kyphepa, MaclOPTHBIC JaHHBIC, HOMEP MOOUITLHOTO TenedoHa,



a Takke Koubl u3 cMmc-coobOmenuid Ilocne BBojga ykazaHHOW uWHGOpMAIMH
M0JIb30BATENNI0 OOBIYHO coO0IIaeTcss 00 omuoke 100 CalT mepecTaeT 3arpyKaTbCs
(3aBucaet). B 310 BpeMs BCIO BBECHHYIO MH(OPMALIUIO BUTUT 3I0YMBIIIJICHHUK H
BBOJWT €€ Ha JCHCTBUTENBLHOM caiiTe OaHka, TMOiy4yass OOCTYH K JACHEKHBIM
CpeICTBaM  TOJb30BaTEeNE W COBeplias WX  XUIIEHUE. [TpoBens
HECAaHKIMOHUPOBAHHYIO  OMEpalyi0 [0  TEpPEeBOAY  JICHEKHBIX  CPEICTB,
3JIOYMBIIUICHHUK COOOIIAE€T MOJB30BATENI0, YTO MO TEXHUYECKUM IMPUYUHAM HE
MO>KET OCYILIECTBUTH ONEPAIINIO U MPOCUT MOBTOPUTH YKa3aHHbIE IEUCTBUSI C KaKOM-
160 Opyroi KapToi (pOJACTBEHHUKOB MM 3HAKOMBIX ).

4. Ha moOuibHbIN TenedoH GU3NUEeCcKOro JIMIla MOCTYNAeT BXOASIINUNA 3BOHOK
OT 3ioyMbllUleHHUKa. Kak mnpaBuio, JaHHBIM CIIOCOOOM  3JI0YMBILIUIEHHUK
NOJIb3YETCSl CEPBUCOM IO MOAMEHY HOMepa TeleoHa M yKa3blBaeT aOOHEHTCKUIl
HOMEp, MpUHALJIESKAIUNA KaKOMy-THOO OaHKy WM CXOXui ¢ HuM. Jlamee oH
MPEJCTaBISIETCS COTPYIHUKOM OaHKa (MOXET Ha3BaTh MOJIb30BATENs MO WUMEHU H
OTYECTBY, a TAaK)K€ Ha3BaTh 4aCTh HOMEpa 0AHKOBCKON KapThl MO0 MH(OPMAIIHIO O
HEaBHO COBEPIICHHBIX OIUIaTaX). 3MOYMBIIUICHHUK COOOIIAeT O MOAO03PUTEIbHBIX
omepanusx MO TMEepPeBOAY ICHEXKHBIX CPEJCTB KPYMHBIX CyMMax Ha KapT-cueTa
MHOCTpaHHBIX OaHKOB. Korma monp3oBarens cOOOIIAET, YTO HUKAKUX OTEpalfii OH
HE TIPOU3BOIIII, 3TOYMBIIIJIEHHUK COOOIIAET, YTO yKa3aHHbIE ONepaii HEOOX0AUMO
3a0JIOKUpPOBaTh, B CBSI3M C YEM MPOCHT TOJIB30BATENs] COOOIIUTH OT/EIHHBIC
pexBu3uThl BIIK 1160 macnopTHbie JaHHBIE, M COOOIAET, UTO B aJIpEC MOIH30BaATEISA
BBICBIJIAET CMC-COOOIIEHUS C KOJaMH, KOTOpble HEOOXOAMMO Ha3BaTh IIOCHE
3BYKOBOI'O CUTHaja. B 3To BpeMs BCIO MOJIy4YE€HHYI0 HHPOPMAIUIO 37I0YMBILIUIEHHUK
BBOJWT Ha JIEHCTBUTEIILHOM caiTe OaHKa W MOJy4yaeT JOCTyN K JCHEKHBIM
CpEeICTBaM IMOJIb30BaTENs U COBEPIIAET UX XUILIECHHUE.

5. Ha moOumnbHBIM TeneoH pu3nyeckoro Juiia MOCTymaeT BXOISIIUNA 3BOHOK
OT 3JOoyMbIlUIeHHUKa. Kak mpaBwio, MaHHBIM CIIOCOOOM  3J0YMBIIUICHHUK
MIOJIB3YETCSl CEPBUCOM IO MOAMEHY HOMepa TenedoHa U yKa3blBaeT aOOHEHTCKUI
HOMED, MPUHAMJIECKANIMN KaKOMy-THOO OaHKy WM cXOXui ¢ HuM. Jlamee oH
MPEJCTABISIETCS COTPYAHUKOM MPABOOXPAHUTEIBHBIX OPraHOB (MIJIHIIHOHEPOM,
cienoBareneM) (MOXKET Has3BaTh IMOJB30BATENsl MO MMEHH W OTYECTBY, a TaKXKe
Ha3BaTh YacTh HOMEpa OaHKOBCKOM KapThl MO0 HHGOpPMAIMIO O HEIaBHO
COBEPIICHHBIX OIUIaTax). 3JIOYMBIIUICHHUK COOOIIaeT O TOM, YTO Ha UM
MOTEPIEBIIET0 OT HEYCTAHOBJICHHOI'O COTPYIHHKA OaHKa B3AT KPEIUT, U C LIEJIbIO
YCTaHOBJICHHUs] JAHHOIO COTpyJHUKa OaHKa, B HAcToslIee BpeMs MPOBOIUTCS
CHelonepanys 1 noTepreBleMy Heo0OX0JUMO PUHATh B HEW ydacTue, a UMEHHO -
B3STh KPEIUT HAa CBOE MM (B OJHOM MWJIM HECKOJIbKUX OaHkax). [locne momydenus
KpeAHuTa, TPOCUT TMPEJOCTaBUTh CBEACHUA O KapTe, JIMOO CaMOCTOSITENIbHO
NEPEYUCIIUTD ACHEKHBIE CPEJICTBA HA YKA3aHHBIM UM CUET, C LEJIbI0 aHHYIUPOBAHUS
Kpeauta. B mocnenyromniem npenjaraeT HampaBUThCS B APYrod OaHkK, JuO0 MPOCTO
npekpaiiaet oOlIeHne. ¢ MoTeprneBmrM. B nanpHelneM noTepneBunid y3HaéT, 4To
Ha ero ums odopmiieH KpeauT (JIn00 KpeauThl), a ICHE)KHBIE CPEJICTBA MOXHUIIEHbI
HEYCTAHOBJICHHBIM JIUIIOM.

6. Ha moOunbpHbIN TenmedoH ¢usmyeckoro auia (Kak MPaBUIO TOXHIBIM
POJICTBEHHUKAM ) IOCTYIAET BXOAAIIMNA 3BOHOK OT 3J710yMbllieHHrKa. Kak mpaBuiio,
JTAHHBIM CIIOCOOOM 3JI0YMBIIUIEHHUK TOJIb3YeTCS CEPBUCOM I0 MOAMEHY HOMepa
TenedoHa U yKa3blBaeT a0OHEHTCKUN HOMED, MPUHAIISKAIINN KaKOMY-JIH00 OaHKY



WM CXOXHI ¢ HUM. Jlanee oH mpeacTaBisieTcss COTPYAHUKOM MPaBOOXPAHUTEIbHbBIX
OpraHoB (MHIJIMIIMOHEPOM, CJIEIOBAaTE€lIeM) M COOOIIaeT, 4YTO POJICTBEHHUK
notepriemero mnomain B JTII u waxommtcst 6e3 co3HaHus (TuOO HWHOTAA NArOT
noo01maTkscs 1no TenedoHy siIkoObI ¢ J0Yepb, CHIHOM, MY>KEM H T.II., KOTOPBIE B XO€
pasroBopa MpoCAT MOMOYb) M POJACTBEHHMK BUHOBAT B manHoMm J(TII u mis
«pelIeHus» BOIMpOCca MPOCAT TepenaTh 4Yepe3 Kypbepa KOHBEPT C JCHEKHBIMH
cpenctBamu. I[locrme yero mpueskaeT Kypbep M 3a0UpaeT JaHHbBIE JCHEKHBIC
CpeJICTBaA.

Bces 3anpammBaeMasi mpecTYNMHUKOM yKa3aHHasi B BbIlIe 0003HAUYEHHBIX
cuTyauusix uHpopMalMs HM3BECTHA COTPYIAHHMKaM 0aHKa, KOTOpble He
YCTAHABJIMBAIOT €€ B X0/1e Tejie)OHHOT0 pa3roBopa.

JLiist Toro yToObI 00e301acuTh ce0sl U CBOU JACHEKHbBIE CPEJICTBA OT MOJA00HBIX
CH0CcO00B XHIIIEHUS, HEOOXOAUMO:

HE pa3IJialaTh JOTUHBI, HOMepa TenedoHoB, napoiu, [IMH-koabl, peKBU3UTHI
pacueTHbIX cueToB, cekpeTHble CVC/CW- koxpl, TaHHBIE KacaTelabHO MOCICIHUX
TJIATeKEH U CPOKa JICUCTBUS TUTACTHKOBBIX KapT TPETHHUM JIAIIAM;

B XO/I€ UCTIOJIb30BaHUS KapThI TIOIKITFOYUTH U UCIIOJIB30BATh TEXHOJIOTHIO «3D
Secure». Ha nacTosmuiit MOMEHT 3TO camasi COBpeMeHHasi TEXHOJIOTHsI 00eCTIeYeHHS
Oe30MmacHOCTH TUIaTeXel mo kapToukam B cetu UuTtepHet. [lo3BosnseT oqHO3HAYHO
UACHTUDUIIIPOBATh  TOMJIUHHOCTH  JEpXKaTeNsd  KapThl, OCYIIECTBISIOIIETO
Olepalyi, ¥ MaKCUMaJIbHO CHHU3HWTh PHUCK MOIIEHHHWYECTBA 1O KapTe. [lpwu
WCIIOJIb30BAaHUU JTON TEXHOJIOTHH JepiKaTelb OaHKOBCKOW KapThl MOJTBEPKIACT
KQK]TYIO OTIEpaIiIo TI0 CBOEH KapTe CHEIMaTbHBIM OJTHOPA30BBIM MapojieM, KOTOPIT
OH mnoy4aeT B Buge SMS-cooOmieHnust Ha CBOM MOOUITBHBIHN TenedoH;

UCKJTIOUUTH TIepeiauy MOCTOPOHHUM JIMIIAM MOTy4eHHbIe B SMS-coo0eHusix
BPEMEHHBIE TApOJIU JJIS MOJATBEPKIACHUS ONepaluii, a Takke CBOUX OaHKOBCKHUX
KapT, KakuM Obl TO HU OBLJIO CLIOCOOOM;

BBOJIUTH CEKPETHBIC TAHHBIE TOJIPKO HA CAWTax, 3alUIIEHHBIX CepTU(HKaTaMU
0e30macHOCTH M MeXaHU3MaMH IudpoBaHus. JIoMCHHBIC IMEHA 3TUX PECYPCOB B
aJIpeCHOM CTPOKE KaXKA0ro Opay3epa HauuMHaroTcs ¢ https://;

IIPOU3BOJUTH PETYJISPHBIA MOHUTOPHHT BBITTOJIHCHHBIX OIIEpaIluii, HCIIOIb3Ys
pa3zenn ¢ UCTOPUEH TUIATEKEM;

HE OTKAa3bIBaThCS OT JIOMOJIHUTEIHLHOTO YPOBHS OC30MaCHOCTH (CHCTEMBI
MHOTOYPOBHEBOW ayTeHTU(DUKAIIHIH ),

Mo00paTh CIOKHBIN MAPOJTh, UCTIONIB3YS HA00P IUGP, 3arJaBHBIX U CTPOYHBIX
OYyKB, KOTOPBI Oy1eT MOHSATEH JIUIIb BIAACIbIy aKKayHTa. MEHATh MapoJib KaK/IbIe
2 - 4 Henenu, €CNM TOJb3YETECh UYKUMHU KOMITBIOTEPAMH JIJIS BXOJa B CHUCTEMY
WHTEPHET-0aHKUHTA;

HE TPUMEHSTh aBTOMATHYECKOE 3allOMHHAHHE IapoJiel B Opaysepe, eclid K
NEPCOHAILHOMY KOMITBIOTEPY OTKPBIT JOCTYI MOCTOPOHHUM JIMIIAM WJIU JIJIsl BXOAA
Ha CalT UCMOJIb3YETCs KOMITbIOTEP OOIIEro A0CTYIa;

B XOJI€ HCIOJIb30BAHUS MHTEPHET-OAHKUHIa yCTaHABIMBATH AHTUBUPYCHYIO
3aIlUTYy, CBOEBPEMEHHO OOHOBJISIA 0a3bl JAHHBIX BUPYCOB U IIMHUOHCKUX YTHIINT;

BXO/]I B JIMUHBIN KAaOMHET Ha caliTe HHTepHET-0aHKUHTra npuBs3atb K MAC wiu
IP-anpecy. DTo neiicTBrue oOecreuyuT MaKCUMaJIbHBIA YPOBEHb 0€30MacHOCTH;

B cllydyae MpoCch0 B3SATh KPEAUT, CAMOCTOSTENBHO OOpaTUThCS B OAHKOBCKOE
yapexaeHue (a1ubo JIUMYHO, JMOO MO aO0OHEHTCKUM HOMEpaM, yKa3aHHBIM Ha




o(HIMaTBLHOM CalTe ¢ TOPOJACKOTO TejehoHa) C LEeIbl0 YTOUHEHUS UMECSTCS JIU Ha
ero ums kpeaut. He moaaBaThecst Ha yroBOpPHI B3STh Ha ceOs KaKue-JIM00 JECHEKHBIC
00513aTENLCTBA;

HE yYacTBOBATh B «CITCIONEpAIUAX MO TelaehoHy» (B CiIydae MPOBEACHHS
CHCIIONIEPAINH, COTPYAHUKH MHJIUIIUN OOpAIIafoTCs JUYHO, C MPEAOCTaBICHHEM
CIIy’)kGOHOTO  yJIOCTOBEpEHHUS W ¢  00sA3aTeIbHBIM  INPEJOCTaBICHHEM
COOTBETCTBYIOIIUX JOKYMEHTOB JIAIy, C KOTOPBIMH OH O3HAaKaMJIUBACTC W
noanuceiBaet). COTpyTHUKH MIJIMIMA HUKOT/IA HE MPOBOMSAT CIEIONEPAIUIO «IIO
TeneoHy» U HE OTHPaBIAIOT (oTOrpaduio CBOEro CIIy:)KeOHOr0 YIO0CTOBEPECHHUS B
MECCCHIKEPaXx;

HE TIOJIABaThCs HAa YrOBOPHI HEHM3BECTHBIX JIMIl, IPEIACTABIISIONINXCS
COTPYIHHKaMU IIPAaBOOXPAHUTEIBHBIX OPTaHOB, Ha Iepeaavdy UM JCHEKHBIX CPEJICTB.
CoTpyaHUKH MPaBOOXPaHUTEIBHBIX OpraHoB PecnyOnuku benmapych HHUKoOrga «He
peIIaoT» BOMPOCH O HEBO30YXKICHUU YIOJOBHOTO Jeia IMyTEéM Iepeiadyd UM
JCHE)KHBIX CPEJICTB WIIA UHBIX YCIYT.



